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(Security Domain in the Smart City)

1. Ma
AULEAE] Yol EARe] Q7 3= AMu|AE okdela, AEstal, Al&sH
Azst7] g8l FRAALO] 7R3 Q1= FHFE S o g5t HAYHY »EF S 8
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2. AR 74 8 W4
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3.1 2uEAIH (Smart City)
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3.6 A5 244 (Ineroperability)
2o IF B gE V)F9 71778 szt BAlsk 4= Qlu, AR wsloy o
A A& AgstA Ay 5 = AS ulsi

3.7 Z2E F (Protocol)
Mz GE 7159 AFEH Aolel of| ARE, oW WA,
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3.10 LAN (Local Area Network)
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A, AP, S, A% B e A9 AFHES 1508 Adshs YEY

Fo|t}.

3.11 Ethernet
Al ZA2EA(LAN) 7124 10Mbps~+Gbps7t#] & 525 A5 gt

3.12 WAN(Wide Area Network)
3% A AFGAE Algske A ,
A 3l AulAE ARESte] FHSIT A9s AE HEste] ¥
LANO|] Hlad F2 WeloA uHoz F4do] £2 AFS Aok b, WANS 4l
o pe <

B\
2= A == [e] o KX
= = ‘;‘l %j ) EXE]f E]'i %PEX] il ]E’}—ﬂ]f X] Q_ﬂ' =

3.13 Network Topology MEY I EEZ X))

AFE, AolE 9 Vg MEYA T4 249 wd == 87 wxAgE dat
W Y EY T HQ3 An| Ay £ HEYT A 2 e Wl uegl BEE
EA2] Aeo] bzt

3.14 Node (==
MEYaE P 7

]
55 ¥ohe wxgha $27)

3.15 OSI(Open System Interconnection)

OSI= B4 VEQAR T8 AHFEL o/ dolelg A3 Ak ga &
Faol W Axrmdolth o9 BAL B4 AES WE w e AFH medol 9
o] BAGES Frais Aol OS] FERAES B Tueln o]TolAi 7)5E 7

3.16 OSI #Z%d (0OSI Reference Model)

OSI #FxR9L UED Ui HAAZL sEeA] e Hoz Huxe o, 7t
oA Hedt #d VeEd v TN Ao At

TA% &8 A% (Application Layer, L7)
6415 @A S (Presentation Layer, L6)
5A1% : AlAAS (Session Layer, L5)

AA% ¢+ A% A% (Transport Layer, L4)
3A1% M EYIAZ Network Layer, L3)
2A41% : dolE ¥ A A5 (Data Link Layer, L2)
1A% : &8 A% (Physical Layer, L1)



AREEANZFIREY XFE(FE)
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3.22 SSL(Secure Sockets Layer)

o8& FerAlets + AHAFH Abo], T 1+ = TCP/IP AT o &+
S (HTTP, TELNET, FTP &) Atolel] fA|ete] <1, h33s), FAGS Bt AH
BT TEEFS I

3.23 TLS(Transport Layer Security)
SSLE& tjAlsl= ZAIt) ebd FAal ko2, SSLS tAlsh= A oFd EA 5f
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3.30 L v Ef=
MLE HEAAZN x4l A2 A8 55 97

3.31 ¢57]
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3.36 HSIEA

AR AAES B3] d AvE st=do], Hol 2 A
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3.37 =" (Public Network)
FA ARG BA FEHo] Al FstE w3 A5 A7) FAYoERN wIS F

stel A = A A BEH thro) AHgAelA AuAE Agshs B

3.38 A% (Private Network)
T g e UEH, JAHY HEYA =2 54 FAS 7Y WY AeA
FAG o] AMEstE UEYA

3.39 HEH
SH91% Al el SiRe A9E B4 rerew A4Esh: Row, BN
% ghe] B0l HES s 7

3.40 PPP (Point to Point Protocol)
AFE FAROIN EA HOlEHE S5

AFEE 48 Qe o) ng o] g3t AL F W) BeY LREZ

3.41 Q1= 3 (AH, Authentication Header)
[PSecellA] dlole o] FA4A 7 Q5 W AARE W& Y&l dAA] giFle] QHEo|=
AR

3.42 ESP(Encapsulating Security Payload)

[P ®Hol X2 EF(IPSec)ol SloJA dlolele] FAA I} Zzlo] WA (privacy) & Al
o= 7Tl 2ZN, FH A o2 dHolE AEH gt A4S wr] sl AstE E
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sgo nUA e ATY

3.43 IKE (Internet Key Exchange)
AEYl F 4T 7] ¥ TFEF (RFC 2409)

3.44 PLS(Multi Protocol Label Switching)
IETF7F £33 2% %9 cut and through W9 7 AFo AZF 3 ¥ A9
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IP Routing Protocol (RIP, OSPF, BGP S) X«
ALRX s : 700Gbps

e Aol % SFlow, SoiEHE NsZX 2 NS JIs 6

= =T H/W Jlgtel IPve X
H/W J|BtS| |P HEINAE AR E
d3A 0=3 H=S
L3 Gigabit Ethernet chassis in a 1U form factor with 20

L3 Switch RJ-45 ports individually configurable to 10/100/1000 BaseT :
4 combo ports configurable to be 10/100/1000 BaseT or 1000
BaseX, and two dedicated stacking ports.
12.8Gbps 042 Switching Fabric XI&
9.52Mpps 0l &2 Throughput XI&

L2 Swi 128MB 042 DRAM 2 32MB 0| &2l Flash A&

witch 2

24 Port 10/100T & 2 Port 1000T or Gigabit Uplink XI&
Resilient Stacking, Across Stack & & 22| XI&
IEEE 802.1D Spanning Tree XI&

2Gbps 0l&tel AIAE HEeel 2 MS
500Kpps Ol&f2l 2! HMel ds K&
ctSH LAN & WAN QIEHHOlA XI& 6
2GB 0l&f2l DRAM & 1GB 0142l Flash HMIE
st TI2E2 X2

2Gbps 0l &2 Application M2l &5 H3

X/ 5,000,00000 Ol&2l Concurrent Session XI&
Z& 40,0000 0l&tel L4 Connection M2l H3 12
&% 1,200,000J0 Ol4atel DDoS 220 e 20idis M=
SLB, GSLB, FWLB ¥ TCS X &

E&¢&t SignatureE 0180t SA2IME XN&
HAEAXNMO T2EZS HAlol Xt

Traffic Anomaly Detection and Prevention 3
) - Fail Over JI1s X& (1G)
g =]
Firewall(22H=) | )\ (i Virus 017 IR O2 Hl2S S8 SUG= 2&/HH0121 A0 2
st Xt M3 (10G)

24 255 LD2IS(SEED, ARIA) ETHE 25 X8
2IHER Y RIS HEAOZRH CC(EAL3H) 25 =S

SoHEcHZ (Worm, DoS/DDoS) & Xl & et
AAIZE EcE DUHEY, dHE &

01Z=3l P& U 2A ZHME / A CiassO I+ 2,500 2
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(21918 X Al A1) Ol&atel Signature M3 o
BUSNANLE) | yocorxorns DBALIAS & T= 0[S S5 M2
HESD 24 2 H219 WA g0 Crers &% AL (10G)

IPS CC(EAL4) 915 FSE NS

IP SCAN AGENT
P22 Al A E IP SCAN S/W 1
H/W 2 DBMSZ g

SAAHIA BH H0HE MS
DDosZ Xl AIAE | UDP, ICMPS UHIERZD &3 RHEHE It 2

AIZE ZAl & 22X 2
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T—b SLB(Server Load Balancing)
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oA, mergu v

FAE
- At Server® 1000Base—T T+ 1GbER A4 v, 3A o]=3}
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2) SLB (Server Load Balancing)

- L4 2SA/EES] AW Fekdl Ves
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e U L o R - R e o)

MHbl 2k 24 S
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